AirVPN Support Report - Generated 20/03/2020 19:44 UTC

-- Environment --

Eddie version: 2.12.4

Eddie OS build: windows_x64

OS type: Windows

OS name: Microsoft Windows NT 10.0.18362.0

OS description: Microsoft Windows NT 10.0.18362.0

Mono /.Net Framework: v4.0.30319

OpenVPN driver: TAP-Windows Adapter V9 #2, version 9.21.2

OpenVPN: 2.4.0 - OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09 (D:\Program Files\AirVPN\openvpn.exe)

SSH: plink 0.67 (D:\Program Files\AirVPN\plink.exe)

SSL: stunnel 5.40 (D:\Program Files\AirVPN\stunnel.exe)

curl: 7.34.0 (D:\Program Files\AirVPN\curl.exe)

Profile path: D:\Program Files\AirVPN\AirVPN.xml

Data path: D:\Program Files\AirVPN

Application path: D:\Program Files\AirVPN

Executable path: D:\Program Files\AirVPN\AirVPN.exe

Command line arguments (0): 

-- Logs --

. 2020.03.20 19:29:37 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:29:37 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.34.80.1

. 2020.03.20 19:29:37 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:29:37 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:29:37 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:29:37 - Connection terminated.

. 2020.03.20 19:29:37 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.24.176.1)

. 2020.03.20 19:29:37 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:29:40 - Checking authorization ...

! 2020.03.20 19:29:41 - Connecting to Suhail (Netherlands, Alblasserdam)

. 2020.03.20 19:29:41 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:29:41 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:29:41 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:29:41 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:29:41 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:29:41 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:29:41 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]134.19.179.186:443

. 2020.03.20 19:29:41 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:29:41 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:29:41 - OpenVPN > UDP link remote: [AF_INET]134.19.179.186:443

. 2020.03.20 19:29:41 - OpenVPN > TLS: Initial packet from [AF_INET]134.19.179.186:443, sid=fa8146a6 d0ad24c6

. 2020.03.20 19:29:41 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:29:41 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:29:41 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:29:41 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:29:41 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:29:41 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:29:41 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:29:41 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Suhail, emailAddress=info@airvpn.org

. 2020.03.20 19:29:41 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:29:41 - OpenVPN > [Suhail] Peer Connection Initiated with [AF_INET]134.19.179.186:443

. 2020.03.20 19:29:42 - OpenVPN > SENT CONTROL [Suhail]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:29:42 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.34.144.1,route-gateway 10.34.144.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.34.144.95 255.255.255.0,peer-id 5,cipher AES-256-GCM'

. 2020.03.20 19:29:42 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:29:42 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:29:42 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:29:42 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:29:42 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:29:42 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:29:42 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:29:42 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:29:42 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:29:42 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:29:42 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:29:42 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:29:42 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:29:42 - OpenVPN > open_tun

. 2020.03.20 19:29:42 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:29:42 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:29:42 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.34.144.0/10.34.144.95/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:29:42 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.34.144.95/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.34.144.254, lease-time: 31536000]

. 2020.03.20 19:29:42 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:29:42 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:29:47 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:29:47 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 134.19.179.186 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:29:47 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:29:47 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:29:47 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.34.144.1

. 2020.03.20 19:29:47 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:29:47 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:29:47 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.34.144.1

. 2020.03.20 19:29:47 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:29:47 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:29:47 - Starting Management Interface

. 2020.03.20 19:29:47 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:29:47 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:29:47 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.34.80.1) to 10.34.144.1)

. 2020.03.20 19:29:48 - Flushing DNS

I 2020.03.20 19:29:51 - Checking route

E 2020.03.20 19:29:51 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:29:51 - Checking route (2° try)

E 2020.03.20 19:29:52 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:29:52 - Checking route (3° try)

E 2020.03.20 19:29:55 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:29:55 - Routing checking failed.

. 2020.03.20 19:29:55 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:29:55 - Disconnecting

. 2020.03.20 19:29:55 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:29:55 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:29:55 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:29:55 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:30:00 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 134.19.179.186 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:30:00 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:00 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.34.144.1

. 2020.03.20 19:30:00 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:00 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.34.144.1

. 2020.03.20 19:30:00 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:00 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:30:00 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:30:00 - Connection terminated.

. 2020.03.20 19:30:00 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.34.80.1)

. 2020.03.20 19:30:00 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:30:03 - Checking authorization ...

! 2020.03.20 19:30:03 - Connecting to Tarazed (Netherlands, Alblasserdam)

. 2020.03.20 19:30:03 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:30:03 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:30:03 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:30:03 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:30:04 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:30:04 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:30:04 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]213.152.161.132:443

. 2020.03.20 19:30:04 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:30:04 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:30:04 - OpenVPN > UDP link remote: [AF_INET]213.152.161.132:443

. 2020.03.20 19:30:04 - OpenVPN > TLS: Initial packet from [AF_INET]213.152.161.132:443, sid=4dda7f15 2851274f

. 2020.03.20 19:30:04 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:30:04 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:30:04 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:30:04 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:30:04 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:30:04 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:30:04 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:30:04 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Tarazed, emailAddress=info@airvpn.org

. 2020.03.20 19:30:04 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:30:04 - OpenVPN > [Tarazed] Peer Connection Initiated with [AF_INET]213.152.161.132:443

. 2020.03.20 19:30:05 - OpenVPN > SENT CONTROL [Tarazed]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:30:05 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.31.32.1,route-gateway 10.31.32.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.31.32.29 255.255.255.0,peer-id 1,cipher AES-256-GCM'

. 2020.03.20 19:30:05 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:30:05 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:30:05 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:30:05 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:30:05 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:30:05 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:30:05 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:30:05 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:30:05 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:30:05 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:30:05 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:30:05 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:30:05 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:30:05 - OpenVPN > open_tun

. 2020.03.20 19:30:06 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:30:06 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:30:06 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.31.32.0/10.31.32.29/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:30:06 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.31.32.29/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.31.32.254, lease-time: 31536000]

. 2020.03.20 19:30:06 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:30:06 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:30:11 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:30:11 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 213.152.161.132 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:30:11 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:30:11 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:11 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.31.32.1

. 2020.03.20 19:30:11 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:30:11 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:11 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.31.32.1

. 2020.03.20 19:30:11 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:30:11 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:11 - Starting Management Interface

. 2020.03.20 19:30:11 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:30:11 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:30:11 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.34.144.1) to 10.31.32.1)

. 2020.03.20 19:30:11 - Flushing DNS

I 2020.03.20 19:30:14 - Checking route

E 2020.03.20 19:30:15 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:30:15 - Checking route (2° try)

E 2020.03.20 19:30:16 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:30:16 - Checking route (3° try)

E 2020.03.20 19:30:18 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:30:18 - Routing checking failed.

. 2020.03.20 19:30:19 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:30:19 - Disconnecting

. 2020.03.20 19:30:19 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:30:19 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:30:19 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:30:19 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:30:24 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 213.152.161.132 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:30:24 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:24 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.31.32.1

. 2020.03.20 19:30:24 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:24 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.31.32.1

. 2020.03.20 19:30:24 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:24 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:30:24 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:30:24 - Connection terminated.

. 2020.03.20 19:30:24 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.34.144.1)

. 2020.03.20 19:30:24 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:30:27 - Checking authorization ...

! 2020.03.20 19:30:27 - Connecting to Sheliak (Netherlands, Alblasserdam)

. 2020.03.20 19:30:27 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:30:27 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:30:27 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:30:27 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:30:27 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:30:27 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:30:27 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]213.152.162.113:443

. 2020.03.20 19:30:27 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:30:27 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:30:27 - OpenVPN > UDP link remote: [AF_INET]213.152.162.113:443

. 2020.03.20 19:30:27 - OpenVPN > TLS: Initial packet from [AF_INET]213.152.162.113:443, sid=eff4f5a1 5c1ba289

. 2020.03.20 19:30:28 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:30:28 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:30:28 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:30:28 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:30:28 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:30:28 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:30:28 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:30:28 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Sheliak, emailAddress=info@airvpn.org

. 2020.03.20 19:30:28 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:30:28 - OpenVPN > [Sheliak] Peer Connection Initiated with [AF_INET]213.152.162.113:443

. 2020.03.20 19:30:29 - OpenVPN > SENT CONTROL [Sheliak]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:30:29 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.30.48.1,route-gateway 10.30.48.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.30.48.140 255.255.255.0,peer-id 0,cipher AES-256-GCM'

. 2020.03.20 19:30:29 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:30:29 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:30:29 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:30:29 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:30:29 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:30:29 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:30:29 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:30:29 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:30:29 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:30:29 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:30:29 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:30:29 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:30:29 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:30:29 - OpenVPN > open_tun

. 2020.03.20 19:30:29 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:30:29 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:30:29 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.30.48.0/10.30.48.140/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:30:29 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.30.48.140/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.30.48.254, lease-time: 31536000]

. 2020.03.20 19:30:29 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:30:29 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:30:34 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:30:34 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 213.152.162.113 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:30:34 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:30:34 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:34 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.30.48.1

. 2020.03.20 19:30:34 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:30:34 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:34 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.30.48.1

. 2020.03.20 19:30:34 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:30:34 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:34 - Starting Management Interface

. 2020.03.20 19:30:34 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:30:34 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:30:34 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.31.32.1) to 10.30.48.1)

. 2020.03.20 19:30:34 - Flushing DNS

I 2020.03.20 19:30:37 - Checking route

E 2020.03.20 19:30:38 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:30:38 - Checking route (2° try)

E 2020.03.20 19:30:39 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:30:39 - Checking route (3° try)

E 2020.03.20 19:30:41 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:30:41 - Routing checking failed.

. 2020.03.20 19:30:41 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:30:42 - Disconnecting

. 2020.03.20 19:30:42 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:30:42 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:30:42 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:30:42 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:30:47 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 213.152.162.113 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:30:47 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:47 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.30.48.1

. 2020.03.20 19:30:47 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:47 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.30.48.1

. 2020.03.20 19:30:47 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:47 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:30:47 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:30:47 - Connection terminated.

. 2020.03.20 19:30:47 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.31.32.1)

. 2020.03.20 19:30:47 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:30:50 - Checking authorization ...

! 2020.03.20 19:30:50 - Connecting to Orion (Netherlands, Alblasserdam)

. 2020.03.20 19:30:50 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:30:50 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:30:50 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:30:50 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:30:50 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:30:50 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:30:50 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]213.152.161.238:443

. 2020.03.20 19:30:50 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:30:50 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:30:50 - OpenVPN > UDP link remote: [AF_INET]213.152.161.238:443

. 2020.03.20 19:30:50 - OpenVPN > TLS: Initial packet from [AF_INET]213.152.161.238:443, sid=fbe7f4da ba689ed5

. 2020.03.20 19:30:51 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:30:51 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:30:51 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:30:51 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:30:51 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:30:51 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:30:51 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:30:51 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Orion, emailAddress=info@airvpn.org

. 2020.03.20 19:30:51 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:30:51 - OpenVPN > [Orion] Peer Connection Initiated with [AF_INET]213.152.161.238:443

. 2020.03.20 19:30:52 - OpenVPN > SENT CONTROL [Orion]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:30:52 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.25.240.1,route-gateway 10.25.240.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.25.240.172 255.255.255.0,peer-id 5,cipher AES-256-GCM'

. 2020.03.20 19:30:52 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:30:52 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:30:52 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:30:52 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:30:52 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:30:52 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:30:52 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:30:52 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:30:52 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:30:52 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:30:52 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:30:52 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:30:52 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:30:52 - OpenVPN > open_tun

. 2020.03.20 19:30:52 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:30:52 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:30:52 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.25.240.0/10.25.240.172/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:30:52 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.25.240.172/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.25.240.254, lease-time: 31536000]

. 2020.03.20 19:30:52 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:30:52 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:30:57 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:30:57 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 213.152.161.238 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:30:57 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:30:57 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:57 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.25.240.1

. 2020.03.20 19:30:57 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:30:57 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:57 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.25.240.1

. 2020.03.20 19:30:57 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:30:57 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:30:57 - Starting Management Interface

. 2020.03.20 19:30:57 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:30:57 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:30:57 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.30.48.1) to 10.25.240.1)

. 2020.03.20 19:30:57 - Flushing DNS

I 2020.03.20 19:31:01 - Checking route

E 2020.03.20 19:31:01 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:31:01 - Checking route (2° try)

E 2020.03.20 19:31:02 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:31:02 - Checking route (3° try)

E 2020.03.20 19:31:05 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:31:05 - Routing checking failed.

. 2020.03.20 19:31:05 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:31:05 - Disconnecting

. 2020.03.20 19:31:05 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:31:05 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:31:05 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:31:05 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:31:10 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 213.152.161.238 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:31:10 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:10 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.25.240.1

. 2020.03.20 19:31:10 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:10 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.25.240.1

. 2020.03.20 19:31:10 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:10 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:31:10 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:31:10 - Connection terminated.

. 2020.03.20 19:31:10 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.30.48.1)

. 2020.03.20 19:31:10 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:31:13 - Checking authorization ...

! 2020.03.20 19:31:14 - Connecting to Scuti (Netherlands, Alblasserdam)

. 2020.03.20 19:31:14 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:31:14 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:31:14 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:31:14 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:31:14 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:31:14 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:31:14 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]134.19.179.154:443

. 2020.03.20 19:31:14 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:31:14 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:31:14 - OpenVPN > UDP link remote: [AF_INET]134.19.179.154:443

. 2020.03.20 19:31:14 - OpenVPN > TLS: Initial packet from [AF_INET]134.19.179.154:443, sid=8f6b2803 633c0e59

. 2020.03.20 19:31:14 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:31:14 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:31:14 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:31:14 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:31:14 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:31:14 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:31:14 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:31:14 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Scuti, emailAddress=info@airvpn.org

. 2020.03.20 19:31:14 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:31:14 - OpenVPN > [Scuti] Peer Connection Initiated with [AF_INET]134.19.179.154:443

. 2020.03.20 19:31:15 - OpenVPN > SENT CONTROL [Scuti]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:31:15 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.34.112.1,route-gateway 10.34.112.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.34.112.166 255.255.255.0,peer-id 0,cipher AES-256-GCM'

. 2020.03.20 19:31:15 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:31:15 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:31:15 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:31:15 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:31:15 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:31:15 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:31:15 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:31:15 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:31:15 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:31:15 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:31:15 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:31:15 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:31:15 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:31:15 - OpenVPN > open_tun

. 2020.03.20 19:31:16 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:31:16 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:31:16 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.34.112.0/10.34.112.166/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:31:16 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.34.112.166/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.34.112.254, lease-time: 31536000]

. 2020.03.20 19:31:16 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:31:16 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:31:21 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:31:21 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 134.19.179.154 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:31:21 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=40 and dwForwardType=4

. 2020.03.20 19:31:21 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:21 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.34.112.1

. 2020.03.20 19:31:21 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:31:21 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:21 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.34.112.1

. 2020.03.20 19:31:21 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:31:21 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:21 - Starting Management Interface

. 2020.03.20 19:31:21 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:31:21 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:31:21 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.25.240.1) to 10.34.112.1)

. 2020.03.20 19:31:21 - Flushing DNS

I 2020.03.20 19:31:24 - Checking route

E 2020.03.20 19:31:24 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:31:24 - Checking route (2° try)

E 2020.03.20 19:31:26 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:31:26 - Checking route (3° try)

E 2020.03.20 19:31:28 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:31:28 - Routing checking failed.

. 2020.03.20 19:31:28 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:31:28 - Disconnecting

. 2020.03.20 19:31:28 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:31:28 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:31:28 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:31:28 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:31:33 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 134.19.179.154 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:31:33 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:33 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.34.112.1

. 2020.03.20 19:31:33 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:33 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.34.112.1

. 2020.03.20 19:31:33 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:33 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:31:33 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:31:33 - Connection terminated.

. 2020.03.20 19:31:33 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.25.240.1)

. 2020.03.20 19:31:33 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:31:36 - Checking authorization ...

! 2020.03.20 19:31:36 - Connecting to Talitha (Netherlands, Alblasserdam)

. 2020.03.20 19:31:36 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:31:36 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:31:36 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:31:36 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:31:36 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:31:36 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:31:36 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]213.152.161.137:443

. 2020.03.20 19:31:36 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:31:36 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:31:36 - OpenVPN > UDP link remote: [AF_INET]213.152.161.137:443

. 2020.03.20 19:31:36 - OpenVPN > TLS: Initial packet from [AF_INET]213.152.161.137:443, sid=bbca0205 b599559a

. 2020.03.20 19:31:37 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:31:37 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:31:37 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:31:37 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:31:37 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:31:37 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:31:37 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:31:37 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Talitha, emailAddress=info@airvpn.org

. 2020.03.20 19:31:37 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:31:37 - OpenVPN > [Talitha] Peer Connection Initiated with [AF_INET]213.152.161.137:443

. 2020.03.20 19:31:38 - OpenVPN > SENT CONTROL [Talitha]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:31:38 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.31.16.1,route-gateway 10.31.16.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.31.16.64 255.255.255.0,peer-id 4,cipher AES-256-GCM'

. 2020.03.20 19:31:38 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:31:38 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:31:38 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:31:38 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:31:38 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:31:38 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:31:38 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:31:38 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:31:38 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:31:38 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:31:38 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:31:38 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:31:38 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:31:38 - OpenVPN > open_tun

. 2020.03.20 19:31:38 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:31:38 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:31:38 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.31.16.0/10.31.16.64/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:31:38 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.31.16.64/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.31.16.254, lease-time: 31536000]

. 2020.03.20 19:31:38 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:31:38 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:31:43 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:31:43 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 213.152.161.137 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:31:43 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:31:43 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:43 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.31.16.1

. 2020.03.20 19:31:43 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:31:43 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:43 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.31.16.1

. 2020.03.20 19:31:43 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:31:43 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:43 - Starting Management Interface

. 2020.03.20 19:31:43 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:31:43 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:31:43 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.34.112.1) to 10.31.16.1)

. 2020.03.20 19:31:43 - Flushing DNS

I 2020.03.20 19:31:47 - Checking route

E 2020.03.20 19:31:47 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:31:47 - Checking route (2° try)

E 2020.03.20 19:31:48 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:31:48 - Checking route (3° try)

E 2020.03.20 19:31:50 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:31:50 - Routing checking failed.

. 2020.03.20 19:31:50 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:31:50 - Disconnecting

. 2020.03.20 19:31:50 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:31:50 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:31:50 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:31:50 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:31:55 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 213.152.161.137 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:31:55 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:55 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.31.16.1

. 2020.03.20 19:31:55 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:55 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.31.16.1

. 2020.03.20 19:31:55 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:31:55 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:31:55 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:31:55 - Connection terminated.

. 2020.03.20 19:31:56 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.34.112.1)

. 2020.03.20 19:31:56 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:31:59 - Checking authorization ...

! 2020.03.20 19:31:59 - Connecting to Tiaki (Netherlands, Alblasserdam)

. 2020.03.20 19:31:59 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:31:59 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:31:59 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:31:59 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:31:59 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:31:59 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:31:59 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]134.19.179.234:443

. 2020.03.20 19:31:59 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:31:59 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:31:59 - OpenVPN > UDP link remote: [AF_INET]134.19.179.234:443

. 2020.03.20 19:31:59 - OpenVPN > TLS: Initial packet from [AF_INET]134.19.179.234:443, sid=6e5e0aed fb5fcae5

. 2020.03.20 19:31:59 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:31:59 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:31:59 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:31:59 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:31:59 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:31:59 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:31:59 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:31:59 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Tiaki, emailAddress=info@airvpn.org

. 2020.03.20 19:31:59 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:31:59 - OpenVPN > [Tiaki] Peer Connection Initiated with [AF_INET]134.19.179.234:443

. 2020.03.20 19:32:01 - OpenVPN > SENT CONTROL [Tiaki]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:32:01 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.34.176.1,route-gateway 10.34.176.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.34.176.46 255.255.255.0,peer-id 5,cipher AES-256-GCM'

. 2020.03.20 19:32:01 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:32:01 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:32:01 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:32:01 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:32:01 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:32:01 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:32:01 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:32:01 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:32:01 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:32:01 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:32:01 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:32:01 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:32:01 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:32:01 - OpenVPN > open_tun

. 2020.03.20 19:32:01 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:32:01 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:32:01 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.34.176.0/10.34.176.46/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:32:01 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.34.176.46/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.34.176.254, lease-time: 31536000]

. 2020.03.20 19:32:01 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:32:01 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:32:06 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:32:06 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 134.19.179.234 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:32:06 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:32:06 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:06 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.34.176.1

. 2020.03.20 19:32:06 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:32:06 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:06 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.34.176.1

. 2020.03.20 19:32:06 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:32:06 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:06 - Starting Management Interface

. 2020.03.20 19:32:06 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:32:06 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:32:06 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.31.16.1) to 10.34.176.1)

. 2020.03.20 19:32:06 - Flushing DNS

I 2020.03.20 19:32:09 - Checking route

E 2020.03.20 19:32:10 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:32:10 - Checking route (2° try)

E 2020.03.20 19:32:11 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:32:11 - Checking route (3° try)

E 2020.03.20 19:32:13 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:32:13 - Routing checking failed.

. 2020.03.20 19:32:13 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:32:13 - Disconnecting

. 2020.03.20 19:32:13 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:32:13 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:32:13 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:32:13 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:32:18 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 134.19.179.234 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:32:18 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:18 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.34.176.1

. 2020.03.20 19:32:18 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:18 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.34.176.1

. 2020.03.20 19:32:18 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:18 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:32:18 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:32:18 - Connection terminated.

. 2020.03.20 19:32:18 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.31.16.1)

. 2020.03.20 19:32:18 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:32:21 - Checking authorization ...

! 2020.03.20 19:32:21 - Connecting to Castor (Belgium, Brussels)

. 2020.03.20 19:32:21 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:32:21 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:32:21 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:32:21 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:32:22 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:32:22 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:32:22 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]91.207.57.114:443

. 2020.03.20 19:32:22 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:32:22 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:32:22 - OpenVPN > UDP link remote: [AF_INET]91.207.57.114:443

. 2020.03.20 19:32:22 - OpenVPN > TLS: Initial packet from [AF_INET]91.207.57.114:443, sid=3066c48e 82142a87

. 2020.03.20 19:32:22 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:32:22 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:32:22 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:32:22 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:32:22 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:32:22 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:32:22 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:32:22 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Castor, emailAddress=info@airvpn.org

. 2020.03.20 19:32:22 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:32:22 - OpenVPN > [Castor] Peer Connection Initiated with [AF_INET]91.207.57.114:443

. 2020.03.20 19:32:23 - OpenVPN > SENT CONTROL [Castor]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:32:23 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.12.240.1,route-gateway 10.12.240.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.12.240.245 255.255.255.0,peer-id 0,cipher AES-256-GCM'

. 2020.03.20 19:32:23 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:32:23 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:32:23 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:32:23 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:32:23 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:32:23 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:32:23 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:32:23 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:32:23 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:32:23 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:32:23 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:32:23 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:32:23 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:32:23 - OpenVPN > open_tun

. 2020.03.20 19:32:23 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:32:23 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:32:23 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.12.240.0/10.12.240.245/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:32:23 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.12.240.245/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.12.240.254, lease-time: 31536000]

. 2020.03.20 19:32:23 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:32:23 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:32:28 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:32:28 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 91.207.57.114 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:32:28 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:32:28 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:28 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.12.240.1

. 2020.03.20 19:32:28 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:32:28 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:28 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.12.240.1

. 2020.03.20 19:32:28 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:32:28 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:28 - Starting Management Interface

. 2020.03.20 19:32:28 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:32:28 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:32:28 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.34.176.1) to 10.12.240.1)

. 2020.03.20 19:32:28 - Flushing DNS

I 2020.03.20 19:32:32 - Checking route

E 2020.03.20 19:32:32 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:32:32 - Checking route (2° try)

E 2020.03.20 19:32:33 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:32:33 - Checking route (3° try)

E 2020.03.20 19:32:36 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:32:36 - Routing checking failed.

. 2020.03.20 19:32:36 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:32:36 - Disconnecting

. 2020.03.20 19:32:36 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:32:36 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:32:36 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:32:36 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:32:41 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 91.207.57.114 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:32:41 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:41 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.12.240.1

. 2020.03.20 19:32:41 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:41 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.12.240.1

. 2020.03.20 19:32:41 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:41 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:32:41 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:32:41 - Connection terminated.

. 2020.03.20 19:32:41 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.34.176.1)

. 2020.03.20 19:32:41 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:32:44 - Checking authorization ...

! 2020.03.20 19:32:44 - Connecting to Pyxis (Netherlands, Alblasserdam)

. 2020.03.20 19:32:44 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:32:44 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:32:44 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:32:44 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:32:44 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:32:44 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:32:44 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]213.152.161.233:443

. 2020.03.20 19:32:44 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:32:44 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:32:44 - OpenVPN > UDP link remote: [AF_INET]213.152.161.233:443

. 2020.03.20 19:32:44 - OpenVPN > TLS: Initial packet from [AF_INET]213.152.161.233:443, sid=0d8f77c3 594fa102

. 2020.03.20 19:32:45 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:32:45 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:32:45 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:32:45 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:32:45 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:32:45 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:32:45 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:32:45 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Pyxis, emailAddress=info@airvpn.org

. 2020.03.20 19:32:45 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:32:45 - OpenVPN > [Pyxis] Peer Connection Initiated with [AF_INET]213.152.161.233:443

. 2020.03.20 19:32:46 - OpenVPN > SENT CONTROL [Pyxis]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:32:46 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.27.144.1,route-gateway 10.27.144.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.27.144.159 255.255.255.0,peer-id 5,cipher AES-256-GCM'

. 2020.03.20 19:32:46 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:32:46 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:32:46 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:32:46 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:32:46 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:32:46 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:32:46 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:32:46 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:32:46 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:32:46 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:32:46 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:32:46 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:32:46 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:32:46 - OpenVPN > open_tun

. 2020.03.20 19:32:46 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:32:46 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:32:46 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.27.144.0/10.27.144.159/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:32:46 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.27.144.159/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.27.144.254, lease-time: 31536000]

. 2020.03.20 19:32:46 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:32:46 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:32:51 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:32:51 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 213.152.161.233 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:32:51 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:32:51 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:51 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.27.144.1

. 2020.03.20 19:32:51 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:32:51 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:51 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.27.144.1

. 2020.03.20 19:32:51 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:32:51 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:32:51 - Starting Management Interface

. 2020.03.20 19:32:51 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:32:51 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:32:51 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.12.240.1) to 10.27.144.1)

. 2020.03.20 19:32:51 - Flushing DNS

I 2020.03.20 19:32:55 - Checking route

E 2020.03.20 19:32:55 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:32:55 - Checking route (2° try)

E 2020.03.20 19:32:56 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:32:56 - Checking route (3° try)

E 2020.03.20 19:32:58 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:32:58 - Routing checking failed.

. 2020.03.20 19:32:58 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:32:58 - Disconnecting

. 2020.03.20 19:32:58 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:32:58 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:32:58 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:32:58 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:33:03 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 213.152.161.233 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:33:03 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:03 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.27.144.1

. 2020.03.20 19:33:03 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:03 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.27.144.1

. 2020.03.20 19:33:03 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:03 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:33:03 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:33:03 - Connection terminated.

. 2020.03.20 19:33:03 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.12.240.1)

. 2020.03.20 19:33:03 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:33:06 - Checking authorization ...

! 2020.03.20 19:33:06 - Connecting to Larawag (Netherlands, Alblasserdam)

. 2020.03.20 19:33:06 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:33:06 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:33:06 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:33:06 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:33:06 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:33:06 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:33:06 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]134.19.179.178:443

. 2020.03.20 19:33:06 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:33:06 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:33:06 - OpenVPN > UDP link remote: [AF_INET]134.19.179.178:443

. 2020.03.20 19:33:06 - OpenVPN > TLS: Initial packet from [AF_INET]134.19.179.178:443, sid=c7cef22c 8f619bb9

. 2020.03.20 19:33:07 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:33:07 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:33:07 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:33:07 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:33:07 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:33:07 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:33:07 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:33:07 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Larawag, emailAddress=info@airvpn.org

. 2020.03.20 19:33:07 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:33:07 - OpenVPN > [Larawag] Peer Connection Initiated with [AF_INET]134.19.179.178:443

. 2020.03.20 19:33:08 - OpenVPN > SENT CONTROL [Larawag]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:33:08 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.33.240.1,route-gateway 10.33.240.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.33.240.101 255.255.255.0,peer-id 1,cipher AES-256-GCM'

. 2020.03.20 19:33:08 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:33:08 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:33:08 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:33:08 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:33:08 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:33:08 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:33:08 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:33:08 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:33:08 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:33:08 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:33:08 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:33:08 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:33:08 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:33:08 - OpenVPN > open_tun

. 2020.03.20 19:33:08 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:33:08 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:33:08 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.33.240.0/10.33.240.101/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:33:08 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.33.240.101/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.33.240.254, lease-time: 31536000]

. 2020.03.20 19:33:08 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:33:08 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:33:13 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:33:13 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 134.19.179.178 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:33:13 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:33:13 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:13 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.33.240.1

. 2020.03.20 19:33:13 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:33:13 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:13 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.33.240.1

. 2020.03.20 19:33:13 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:33:13 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:13 - Starting Management Interface

. 2020.03.20 19:33:13 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:33:13 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:33:13 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.27.144.1) to 10.33.240.1)

. 2020.03.20 19:33:13 - Flushing DNS

I 2020.03.20 19:33:16 - Checking route

E 2020.03.20 19:33:17 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:33:17 - Checking route (2° try)

E 2020.03.20 19:33:18 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:33:18 - Checking route (3° try)

E 2020.03.20 19:33:20 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:33:20 - Routing checking failed.

. 2020.03.20 19:33:20 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:33:20 - Disconnecting

. 2020.03.20 19:33:20 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:33:20 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:33:20 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:33:20 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:33:25 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 134.19.179.178 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:33:25 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:25 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.33.240.1

. 2020.03.20 19:33:25 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:25 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.33.240.1

. 2020.03.20 19:33:25 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:25 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:33:25 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:33:25 - Connection terminated.

. 2020.03.20 19:33:25 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.27.144.1)

. 2020.03.20 19:33:25 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:33:28 - Checking authorization ...

! 2020.03.20 19:33:29 - Connecting to Garnet (Netherlands, Alblasserdam)

. 2020.03.20 19:33:29 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:33:29 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:33:29 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:33:29 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:33:29 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:33:29 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:33:29 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]213.152.162.73:443

. 2020.03.20 19:33:29 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:33:29 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:33:29 - OpenVPN > UDP link remote: [AF_INET]213.152.162.73:443

. 2020.03.20 19:33:29 - OpenVPN > TLS: Initial packet from [AF_INET]213.152.162.73:443, sid=8551ab60 91ae23d7

. 2020.03.20 19:33:29 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:33:29 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:33:29 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:33:29 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:33:29 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:33:29 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:33:29 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:33:29 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Garnet, emailAddress=info@airvpn.org

. 2020.03.20 19:33:29 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:33:29 - OpenVPN > [Garnet] Peer Connection Initiated with [AF_INET]213.152.162.73:443

. 2020.03.20 19:33:30 - OpenVPN > SENT CONTROL [Garnet]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:33:30 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.17.80.1,route-gateway 10.17.80.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.17.80.138 255.255.255.0,peer-id 2,cipher AES-256-GCM'

. 2020.03.20 19:33:30 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:33:30 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:33:30 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:33:30 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:33:30 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:33:30 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:33:30 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:33:30 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:33:30 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:33:30 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:33:30 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:33:30 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:33:30 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:33:30 - OpenVPN > open_tun

. 2020.03.20 19:33:31 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:33:31 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:33:31 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.17.80.0/10.17.80.138/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:33:31 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.17.80.138/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.17.80.254, lease-time: 31536000]

. 2020.03.20 19:33:31 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:33:31 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:33:36 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:33:36 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 213.152.162.73 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:33:36 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:33:36 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:36 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.17.80.1

. 2020.03.20 19:33:36 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:33:36 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:36 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.17.80.1

. 2020.03.20 19:33:36 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:33:36 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:36 - Starting Management Interface

. 2020.03.20 19:33:36 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:33:36 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:33:36 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.33.240.1) to 10.17.80.1)

. 2020.03.20 19:33:36 - Flushing DNS

I 2020.03.20 19:33:39 - Checking route

E 2020.03.20 19:33:39 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:33:39 - Checking route (2° try)

E 2020.03.20 19:33:41 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

. 2020.03.20 19:33:41 - Checking route (3° try)

E 2020.03.20 19:33:43 - curl: (35) error:1407742E:SSL routines:SSL23_GET_SERVER_HELLO:tlsv1 alert protocol version

E 2020.03.20 19:33:43 - Routing checking failed.

. 2020.03.20 19:33:43 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

! 2020.03.20 19:33:43 - Disconnecting

. 2020.03.20 19:33:43 - Management - Send 'signal SIGTERM'

. 2020.03.20 19:33:43 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:33:43 - OpenVPN > MANAGEMENT: CMD 'signal SIGTERM'

. 2020.03.20 19:33:43 - OpenVPN > SIGTERM received, sending exit notification to peer

. 2020.03.20 19:33:48 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 213.152.162.73 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:33:48 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:48 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 0.0.0.0 MASK 128.0.0.0 10.17.80.1

. 2020.03.20 19:33:48 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:48 - OpenVPN > C:\WINDOWS\system32\route.exe DELETE 128.0.0.0 MASK 128.0.0.0 10.17.80.1

. 2020.03.20 19:33:48 - OpenVPN > Route deletion via IPAPI succeeded [adaptive]

. 2020.03.20 19:33:48 - OpenVPN > Closing TUN/TAP interface

. 2020.03.20 19:33:48 - OpenVPN > SIGTERM[soft,exit-with-notification] received, process exiting

. 2020.03.20 19:33:48 - Connection terminated.

. 2020.03.20 19:33:48 - DNS of a network adapter restored to original settings (TAP-Windows Adapter V9 #2, to 10.33.240.1)

. 2020.03.20 19:33:48 - DNS leak protection with packet filtering disabled.

I 2020.03.20 19:33:51 - Checking authorization ...

! 2020.03.20 19:33:51 - Connecting to Lupus (Sweden, Stockholm)

. 2020.03.20 19:33:51 - OpenVPN > OpenVPN 2.4.0 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD] built on Jan 29 2017

. 2020.03.20 19:33:51 - OpenVPN > Windows version 6.2 (Windows 8 or greater) 64bit

. 2020.03.20 19:33:51 - OpenVPN > library versions: OpenSSL 1.0.2k  26 Jan 2017, LZO 2.09

. 2020.03.20 19:33:51 - OpenVPN > MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:3100

. 2020.03.20 19:33:52 - OpenVPN > Outgoing Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:33:52 - OpenVPN > Incoming Control Channel Authentication: Using 160 bit message hash 'SHA1' for HMAC authentication

. 2020.03.20 19:33:52 - OpenVPN > TCP/UDP: Preserving recently used remote address: [AF_INET]128.127.105.183:443

. 2020.03.20 19:33:52 - OpenVPN > Socket Buffers: R=[65536->262144] S=[65536->262144]

. 2020.03.20 19:33:52 - OpenVPN > UDP link local: (not bound)

. 2020.03.20 19:33:52 - OpenVPN > UDP link remote: [AF_INET]128.127.105.183:443

. 2020.03.20 19:33:52 - OpenVPN > TLS: Initial packet from [AF_INET]128.127.105.183:443, sid=703a4cae 419326b2

. 2020.03.20 19:33:52 - OpenVPN > VERIFY OK: depth=1, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=airvpn.org CA, emailAddress=info@airvpn.org

. 2020.03.20 19:33:52 - OpenVPN > Validating certificate key usage

. 2020.03.20 19:33:52 - OpenVPN > ++ Certificate has key usage  00a0, expects 00a0

. 2020.03.20 19:33:52 - OpenVPN > VERIFY KU OK

. 2020.03.20 19:33:52 - OpenVPN > Validating certificate extended key usage

. 2020.03.20 19:33:52 - OpenVPN > ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

. 2020.03.20 19:33:52 - OpenVPN > VERIFY EKU OK

. 2020.03.20 19:33:52 - OpenVPN > VERIFY OK: depth=0, C=IT, ST=IT, L=Perugia, O=airvpn.org, CN=Lupus, emailAddress=info@airvpn.org

. 2020.03.20 19:33:56 - OpenVPN > Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 4096 bit RSA

. 2020.03.20 19:33:56 - OpenVPN > [Lupus] Peer Connection Initiated with [AF_INET]128.127.105.183:443

. 2020.03.20 19:33:58 - OpenVPN > SENT CONTROL [Lupus]: 'PUSH_REQUEST' (status=1)

. 2020.03.20 19:33:58 - OpenVPN > PUSH: Received control message: 'PUSH_REPLY,comp-lzo no,redirect-gateway  def1 bypass-dhcp,dhcp-option DNS 10.23.160.1,route-gateway 10.23.160.1,topology subnet,ping 10,ping-restart 60,ifconfig 10.23.160.142 255.255.255.0,peer-id 16,cipher AES-256-GCM'

. 2020.03.20 19:33:58 - OpenVPN > OPTIONS IMPORT: timers and/or timeouts modified

. 2020.03.20 19:33:58 - OpenVPN > OPTIONS IMPORT: compression parms modified

. 2020.03.20 19:33:58 - OpenVPN > OPTIONS IMPORT: --ifconfig/up options modified

. 2020.03.20 19:33:58 - OpenVPN > OPTIONS IMPORT: route options modified

. 2020.03.20 19:33:58 - OpenVPN > OPTIONS IMPORT: route-related options modified

. 2020.03.20 19:33:58 - OpenVPN > OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

. 2020.03.20 19:33:58 - OpenVPN > OPTIONS IMPORT: peer-id set

. 2020.03.20 19:33:58 - OpenVPN > OPTIONS IMPORT: adjusting link_mtu to 1625

. 2020.03.20 19:33:58 - OpenVPN > OPTIONS IMPORT: data channel crypto options modified

. 2020.03.20 19:33:58 - OpenVPN > Data Channel Encrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:33:58 - OpenVPN > Data Channel Decrypt: Cipher 'AES-256-GCM' initialized with 256 bit key

. 2020.03.20 19:33:58 - OpenVPN > interactive service msg_channel=0

. 2020.03.20 19:33:58 - OpenVPN > ROUTE_GATEWAY 192.168.178.1/255.255.255.0 I=7 HWADDR=a0:88:69:3d:c5:f7

. 2020.03.20 19:33:58 - OpenVPN > open_tun

. 2020.03.20 19:33:58 - OpenVPN > TAP-WIN32 device [Ethernet 3] opened: \\.\Global\{776F4D64-FD16-4669-8EAD-53D4935E4061}.tap

. 2020.03.20 19:33:58 - OpenVPN > TAP-Windows Driver Version 9.21

. 2020.03.20 19:33:58 - OpenVPN > Set TAP-Windows TUN subnet mode network/local/netmask = 10.23.160.0/10.23.160.142/255.255.255.0 [SUCCEEDED]

. 2020.03.20 19:33:58 - OpenVPN > Notified TAP-Windows driver to set a DHCP IP/netmask of 10.23.160.142/255.255.255.0 on interface {776F4D64-FD16-4669-8EAD-53D4935E4061} [DHCP-serv: 10.23.160.254, lease-time: 31536000]

. 2020.03.20 19:33:58 - OpenVPN > Successful ARP Flush on interface [16] {776F4D64-FD16-4669-8EAD-53D4935E4061}

. 2020.03.20 19:33:58 - OpenVPN > do_ifconfig, tt->did_ifconfig_ipv6_setup=0

. 2020.03.20 19:34:03 - OpenVPN > TEST ROUTES: 1/1 succeeded len=0 ret=1 a=0 u/d=up

. 2020.03.20 19:34:03 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.127.105.183 MASK 255.255.255.255 192.168.178.1

. 2020.03.20 19:34:03 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:34:03 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:34:03 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 0.0.0.0 MASK 128.0.0.0 10.23.160.1

. 2020.03.20 19:34:03 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:34:03 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:34:03 - OpenVPN > C:\WINDOWS\system32\route.exe ADD 128.0.0.0 MASK 128.0.0.0 10.23.160.1

. 2020.03.20 19:34:03 - OpenVPN > ROUTE: CreateIpForwardEntry succeeded with dwForwardMetric1=35 and dwForwardType=4

. 2020.03.20 19:34:03 - OpenVPN > Route addition via IPAPI succeeded [adaptive]

. 2020.03.20 19:34:03 - Starting Management Interface

. 2020.03.20 19:34:03 - OpenVPN > Initialization Sequence Completed

. 2020.03.20 19:34:03 - DNS leak protection with packet filtering enabled.

. 2020.03.20 19:34:03 - DNS of a network adapter forced (TAP-Windows Adapter V9 #2, from manual (10.17.80.1) to 10.23.160.1)

. 2020.03.20 19:34:03 - Flushing DNS

I 2020.03.20 19:34:06 - Checking route

I 2020.03.20 19:34:07 - Checking DNS

! 2020.03.20 19:34:08 - Connected.

. 2020.03.20 19:34:08 - OpenVpn Management > >INFO:OpenVPN Management Interface Version 1 -- type 'help' for more info

. 2020.03.20 19:34:08 - OpenVPN > MANAGEMENT: Client connected from [AF_INET]127.0.0.1:3100

. 2020.03.20 19:36:53 - Updating systems & servers data ...

. 2020.03.20 19:36:55 - Systems & servers data update completed

-- System --

Operating System: Microsoft Windows NT 10.0.18362.0

Network Interface: Local Area Connection* 5 (Microsoft Wi-Fi Direct Virtual Adapter #6, ID:{A1A1E825-9096-492A-BD6C-09F3CC6DB028}) - Wireless80211 - Down

Network Interface: Local Area Connection* 6 (Microsoft Wi-Fi Direct Virtual Adapter #7, ID:{7B950D3D-26C1-4578-AF78-DB54CB1E8B18}) - Wireless80211 - Down

Network Interface: Ethernet 3 (TAP-Windows Adapter V9 #2, ID:{776F4D64-FD16-4669-8EAD-53D4935E4061}) - Ethernet - Up

Network Interface: WiFi (Intel(R) Dual Band Wireless-AC 3160, ID:{2D8DC8B7-0A4F-4E6B-9F25-59F6B3015736}) - Wireless80211 - Up

Network Interface: Bluetooth Network Connection 2 (Bluetooth Device (Personal Area Network) #2, ID:{43859EC6-8020-48D7-A29E-152783E90087}) - Ethernet - Down

Network Interface: Loopback Pseudo-Interface 1 (Software Loopback Interface 1, ID:{C209151E-DF28-11E7-9AA9-806E6F6E6963}) - Loopback - Up

Routing:

Address: 0.0.0.0, Mask: 0.0.0.0, Gateway: 192.168.178.1, Interface: 7, Metrics: 35, Flags: , Mss: , Window: , Irtt: 

Address: 0.0.0.0, Mask: 128.0.0.0, Gateway: 10.23.160.1, Interface: 16, Metrics: 35, Flags: , Mss: , Window: , Irtt: 

Address: 128.0.0.0, Mask: 128.0.0.0, Gateway: 10.23.160.1, Interface: 16, Metrics: 35, Flags: , Mss: , Window: , Irtt: 

Address: 128.127.105.183, Mask: 255.255.255.255, Gateway: 192.168.178.1, Interface: 7, Metrics: 35, Flags: , Mss: , Window: , Irtt: 

Default gateways:

192.168.178.1, Intel(R) Dual Band Wireless-AC 3160

-- Windows

-- ipconfig /all

Windows IP Configuration

   Host Name . . . . . . . . . . . . : DESKTOP-KKDJQ6L

   Primary Dns Suffix  . . . . . . . : 

   Node Type . . . . . . . . . . . . : Hybrid

   IP Routing Enabled. . . . . . . . : No

   WINS Proxy Enabled. . . . . . . . : No

   DNS Suffix Search List. . . . . . : fritz.box

Wireless LAN adapter Local Area Connection* 5:

   Media State . . . . . . . . . . . : Media disconnected

   Connection-specific DNS Suffix  . : 

   Description . . . . . . . . . . . : Microsoft Wi-Fi Direct Virtual Adapter #6

   Physical Address. . . . . . . . . : A0-88-69-3D-C5-F8

   DHCP Enabled. . . . . . . . . . . : Yes

   Autoconfiguration Enabled . . . . : Yes

Wireless LAN adapter Local Area Connection* 6:

   Media State . . . . . . . . . . . : Media disconnected

   Connection-specific DNS Suffix  . : 

   Description . . . . . . . . . . . : Microsoft Wi-Fi Direct Virtual Adapter #7

   Physical Address. . . . . . . . . : A2-88-69-3D-C5-F7

   DHCP Enabled. . . . . . . . . . . : Yes

   Autoconfiguration Enabled . . . . : Yes

Ethernet adapter Ethernet 3:

   Connection-specific DNS Suffix  . : 

   Description . . . . . . . . . . . : TAP-Windows Adapter V9 #2

   Physical Address. . . . . . . . . : 00-FF-77-6F-4D-64

   DHCP Enabled. . . . . . . . . . . : Yes

   Autoconfiguration Enabled . . . . : Yes

   Link-local IPv6 Address . . . . . : fe80::a4eb:b33c:b8ac:3ab8%16(Preferred) 

   IPv4 Address. . . . . . . . . . . : 10.23.160.142(Preferred) 

   Subnet Mask . . . . . . . . . . . : 255.255.255.0

   Lease Obtained. . . . . . . . . . : 20 March 2020 19:33:58

   Lease Expires . . . . . . . . . . : 20 March 2021 19:34:03

   Default Gateway . . . . . . . . . : 

   DHCP Server . . . . . . . . . . . : 10.23.160.254

   DHCPv6 IAID . . . . . . . . . . . : 318832503

   DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-20-9B-7C-30-A0-88-69-3D-C5-F7

   DNS Servers . . . . . . . . . . . : 10.23.160.1

   NetBIOS over Tcpip. . . . . . . . : Enabled

Wireless LAN adapter WiFi:

   Connection-specific DNS Suffix  . : fritz.box

   Description . . . . . . . . . . . : Intel(R) Dual Band Wireless-AC 3160

   Physical Address. . . . . . . . . : A0-88-69-3D-C5-F7

   DHCP Enabled. . . . . . . . . . . : Yes

   Autoconfiguration Enabled . . . . : Yes

   Link-local IPv6 Address . . . . . : fe80::2c58:45e3:8dce:eaa0%7(Preferred) 

   IPv4 Address. . . . . . . . . . . : 192.168.178.22(Preferred) 

   Subnet Mask . . . . . . . . . . . : 255.255.255.0

   Lease Obtained. . . . . . . . . . : 15 March 2020 15:59:50

   Lease Expires . . . . . . . . . . : 30 March 2020 18:53:54

   Default Gateway . . . . . . . . . : 192.168.178.1

   DHCP Server . . . . . . . . . . . : 192.168.178.1

   DHCPv6 IAID . . . . . . . . . . . : 144738409

   DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-20-9B-7C-30-A0-88-69-3D-C5-F7

   DNS Servers . . . . . . . . . . . : 192.168.178.1

   NetBIOS over Tcpip. . . . . . . . : Enabled

Ethernet adapter Bluetooth Network Connection 2:

   Media State . . . . . . . . . . . : Media disconnected

   Connection-specific DNS Suffix  . : 

   Description . . . . . . . . . . . : Bluetooth Device (Personal Area Network) #2

   Physical Address. . . . . . . . . : A0-88-69-3D-C5-FB

   DHCP Enabled. . . . . . . . . . . : Yes

   Autoconfiguration Enabled . . . . : Yes

-- NetworkAdapterConfiguration

Network Adapter: [00000000] Microsoft Kernel Debug Network Adapter

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000000] Microsoft Kernel Debug Network Adapter


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: Microsoft Kernel Debug Network Adapter


DHCPEnabled: true


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 0


InterfaceIndex: 9


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: null


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: kdnic


SettingID: {3C10DA9C-6018-4B40-9588-972BD84AC9F9}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000001] TAP-Windows Adapter V9

DNS: 10.23.160.1

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000001] TAP-Windows Adapter V9


DatabasePath: %SystemRoot%\System32\drivers\etc


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: TAP-Windows Adapter V9 #2


DHCPEnabled: true


DHCPLeaseExpires: 20210320193403.000000+000


DHCPLeaseObtained: 20200320193403.000000+000


DHCPServer: 10.23.160.254


DNSDomain: null


DNSDomainSuffixSearchOrder: fritz.box


DNSEnabledForWINSResolution: false


DNSHostName: DESKTOP-KKDJQ6L


DNSServerSearchOrder: 10.23.160.1


DomainDNSRegistrationEnabled: false


ForwardBufferMemory: null


FullDNSRegistrationEnabled: true


GatewayCostMetric: null


IGMPLevel: null


Index: 1


InterfaceIndex: 16


IPAddress: 10.23.160.142,fe80::a4eb:b33c:b8ac:3ab8


IPConnectionMetric: 35


IPEnabled: true


IPFilterSecurityEnabled: false


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: 


IPSecPermitTCPPorts: 


IPSecPermitUDPPorts: 


IPSubnet: 255.255.255.0,64


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: 00:FF:77:6F:4D:64


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: true


PMTUDiscoveryEnabled: true


ServiceName: tap0901


SettingID: {776F4D64-FD16-4669-8EAD-53D4935E4061}


TcpipNetbiosOptions: 0


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: true


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: 


WINSSecondaryServer: null

Network Adapter: [00000002] Intel(R) Dual Band Wireless-AC 3160

DNS: 192.168.178.1

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000002] Intel(R) Dual Band Wireless-AC 3160


DatabasePath: %SystemRoot%\System32\drivers\etc


DeadGWDetectEnabled: null


DefaultIPGateway: 192.168.178.1


DefaultTOS: null


DefaultTTL: null


Description: Intel(R) Dual Band Wireless-AC 3160


DHCPEnabled: true


DHCPLeaseExpires: 20200330185354.000000+000


DHCPLeaseObtained: 20200320185354.000000+000


DHCPServer: 192.168.178.1


DNSDomain: fritz.box


DNSDomainSuffixSearchOrder: fritz.box


DNSEnabledForWINSResolution: false


DNSHostName: DESKTOP-KKDJQ6L


DNSServerSearchOrder: 192.168.178.1


DomainDNSRegistrationEnabled: false


ForwardBufferMemory: null


FullDNSRegistrationEnabled: true


GatewayCostMetric: System.UInt16[]


IGMPLevel: null


Index: 2


InterfaceIndex: 7


IPAddress: 192.168.178.22,fe80::2c58:45e3:8dce:eaa0


IPConnectionMetric: 35


IPEnabled: true


IPFilterSecurityEnabled: false


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: 


IPSecPermitTCPPorts: 


IPSecPermitUDPPorts: 


IPSubnet: 255.255.255.0,64


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: A0:88:69:3D:C5:F7


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: true


PMTUDiscoveryEnabled: true


ServiceName: NETwNb64


SettingID: {2D8DC8B7-0A4F-4E6B-9F25-59F6B3015736}


TcpipNetbiosOptions: 0


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: true


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: 


WINSSecondaryServer: null

Network Adapter: [00000003] Killer E2200 Gigabit Ethernet Controller

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000003] Killer E2200 Gigabit Ethernet Controller


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: Killer E2200 Gigabit Ethernet Controller


DHCPEnabled: true


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 3


InterfaceIndex: 19


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: null


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: e2xw10x64


SettingID: {7DB2B9F7-B99E-41B4-88E5-C4EEE11135D0}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000004] Microsoft Wi-Fi Direct Virtual Adapter

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000004] Microsoft Wi-Fi Direct Virtual Adapter


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: Microsoft Wi-Fi Direct Virtual Adapter


DHCPEnabled: true


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 4


InterfaceIndex: 24


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: A0:88:69:3D:C5:F8


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: vwifimp


SettingID: {A1A1E825-9096-492A-BD6C-09F3CC6DB028}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000005] Microsoft Wi-Fi Direct Virtual Adapter

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000005] Microsoft Wi-Fi Direct Virtual Adapter


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: Microsoft Wi-Fi Direct Virtual Adapter


DHCPEnabled: true


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 5


InterfaceIndex: 18


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: A2:88:69:3D:C5:F7


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: vwifimp


SettingID: {7B950D3D-26C1-4578-AF78-DB54CB1E8B18}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000006] WAN Miniport (SSTP)

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000006] WAN Miniport (SSTP)


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: WAN Miniport (SSTP)


DHCPEnabled: false


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 6


InterfaceIndex: 13


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: null


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: RasSstp


SettingID: {65DA9996-6AA9-493A-9A7F-2644DC5B0782}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000007] WAN Miniport (IKEv2)

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000007] WAN Miniport (IKEv2)


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: WAN Miniport (IKEv2)


DHCPEnabled: false


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 7


InterfaceIndex: 29


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: null


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: RasAgileVpn


SettingID: {EA44953D-FF3D-4B87-ADB9-3F8F2CF18926}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000008] WAN Miniport (L2TP)

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000008] WAN Miniport (L2TP)


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: WAN Miniport (L2TP)


DHCPEnabled: false


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 8


InterfaceIndex: 25


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: null


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: Rasl2tp


SettingID: {A5191DDB-67EF-4E7B-AE2D-131C9167834A}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000009] WAN Miniport (PPTP)

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000009] WAN Miniport (PPTP)


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: WAN Miniport (PPTP)


DHCPEnabled: false


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 9


InterfaceIndex: 10


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: null


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: PptpMiniport


SettingID: {4132DE7A-8D27-4D4E-BDE6-EA37E04D0BB3}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000010] WAN Miniport (PPPOE)

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000010] WAN Miniport (PPPOE)


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: WAN Miniport (PPPOE)


DHCPEnabled: false


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 10


InterfaceIndex: 22


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: null


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: RasPppoe


SettingID: {89F2D9DF-1BE6-4C15-965A-A7822858D56B}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000011] WAN Miniport (IP)

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000011] WAN Miniport (IP)


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: WAN Miniport (IP)


DHCPEnabled: false


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 11


InterfaceIndex: 5


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: D6:69:20:52:41:53


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: NdisWan


SettingID: {1236561C-2B1B-4F1D-BA55-CC31E382E455}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000012] WAN Miniport (IPv6)

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000012] WAN Miniport (IPv6)


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: WAN Miniport (IPv6)


DHCPEnabled: false


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 12


InterfaceIndex: 11


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: DA:07:20:52:41:53


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: NdisWan


SettingID: {43592159-61E1-48C2-85DA-516A1849E961}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000013] WAN Miniport (Network Monitor)

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000013] WAN Miniport (Network Monitor)


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: WAN Miniport (Network Monitor)


DHCPEnabled: false


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 13


InterfaceIndex: 6


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: DC:C5:20:52:41:53


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: NdisWan


SettingID: {1AD82D71-D618-4582-AB1E-EE60958B3D25}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000014] RAS Async Adapter

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000014] RAS Async Adapter


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: RAS Async Adapter


DHCPEnabled: false


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 14


InterfaceIndex: 15


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: 20:41:53:59:4E:FF


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: AsyncMac


SettingID: {71541551-81F0-4F52-9135-66971A5D65E0}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

Network Adapter: [00000015] Bluetooth Device (Personal Area Network)

DNS: null

Details:


ArpAlwaysSourceRoute: null


ArpUseEtherSNAP: null


Caption: [00000015] Bluetooth Device (Personal Area Network)


DatabasePath: null


DeadGWDetectEnabled: null


DefaultIPGateway: null


DefaultTOS: null


DefaultTTL: null


Description: Bluetooth Device (Personal Area Network)


DHCPEnabled: true


DHCPLeaseExpires: null


DHCPLeaseObtained: null


DHCPServer: null


DNSDomain: null


DNSDomainSuffixSearchOrder: null


DNSEnabledForWINSResolution: null


DNSHostName: null


DNSServerSearchOrder: null


DomainDNSRegistrationEnabled: null


ForwardBufferMemory: null


FullDNSRegistrationEnabled: null


GatewayCostMetric: null


IGMPLevel: null


Index: 15


InterfaceIndex: 12


IPAddress: null


IPConnectionMetric: null


IPEnabled: false


IPFilterSecurityEnabled: null


IPPortSecurityEnabled: null


IPSecPermitIPProtocols: null


IPSecPermitTCPPorts: null


IPSecPermitUDPPorts: null


IPSubnet: null


IPUseZeroBroadcast: null


IPXAddress: null


IPXEnabled: null


IPXFrameType: null


IPXMediaType: null


IPXNetworkNumber: null


IPXVirtualNetNumber: null


KeepAliveInterval: null


KeepAliveTime: null


MACAddress: A0:88:69:3D:C5:FB


MTU: null


NumForwardPackets: null


PMTUBHDetectEnabled: null


PMTUDiscoveryEnabled: null


ServiceName: BthPan


SettingID: {43859EC6-8020-48D7-A29E-152783E90087}


TcpipNetbiosOptions: null


TcpMaxConnectRetransmissions: null


TcpMaxDataRetransmissions: null


TcpNumConnections: null


TcpUseRFC1122UrgentPointer: null


TcpWindowSize: null


WINSEnableLMHostsLookup: null


WINSHostLookupFile: null


WINSPrimaryServer: null


WINSScopeID: null


WINSSecondaryServer: null

